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Summary
It is suggested to discuss the necessity of providing one complete solution for all key issues. 
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Observations on combination of solutions for key issues
Suppose we have two solutions  and  which addresses some key issues  and  correspondingly. To address both  and  we can combine those two solutions in some manner. However, there are two pitfalls which may occur:
1) The combination of solutions might not be the most effective one. For instance, there are good solutions for confidentiality of messages (such as block ciphers modes of operation) and for message integrity (such as MAC functions). However, when one wants to provide both confidentiality and integrity at the same time, the most natural and effective approach is not to combine those solutions, but to use special authenticated-encryption modes, such as GCM [6] or OCB [7].
2) The problem of combining several good cryptographic primitives into one safe scheme always has been a challenge. There are a lot of ways in which things can go wrong. Even the simplest case of encryption and integrity protection deserves special attention [3,4,5]. The problem become more sophisticated if we try to combine more complex solutions. The main difficulty is that even though the solution  (by itself) addresses some issue  and solution  addresses some issue , the composition of  and  is not guaranteed to address both  and .
Possible inefficiency of combination
As it was pointed out above, there is a possibility that combined solution will be more inefficient in terms of computational cost than solution designed specifically to address all key issues at once. For instance, let us consider a combination of solutions #2.5 (Encryption of authentication failure message with SUCI method) and solution #2.8 (Assuring SUCI generation by Legitimate SUPI owner using ). The combination of those two methods seems to address key issues #2.1, #2.2, #3.2 and #4.1.
However, the computational cost of this combined solutions seems to be higher than the cost for a single solution #2.12 (which also addresses all four of the above-mentioned key issues, see more details in [2]), due to the one additional ECIES-like encryption in case of failure.
Hypothetical insecure combination
In this section we will give a (hypothetical) example in which the solution  addresses key issue #2.2, and solution  addresses key issues #2.1 and #4.1, whereas the combination of  and  still does not address key issue #2.2.
	Sol
	Short description
	Comments

	
	Calculate  value in the  scheme using long-term key  derived from  and add timestamp  in the :


 is an ephemeral public key of ECIES scheme,  is a secret encryption key derived from ephemeral private key of the UE and public key of the HN.
	Adding long-term key in  generation prevents attacks where the adversary tries to replace original  with the  generated from given  The timestamp prevents attacks where adversary simply replace  with old  value.

	
	Encrypt error code and additional data field using long-term key  derived from  
After obtaining encrypted error code on the HN side, decrypt the code. If the code is correct (i.e. either SYNC_fail or MAC_fail, then continue the protocol, otherwise indicate error:
 
	Encrypted error codes are indistinguishable. The data field is filled either with some data needed for resync procedures or consists of random bits to prevent guessing error type based on the length of the answer.


An attack on hypothetical example
Even though the  value can not be replaced by the old one, the adversary is still able to replace encrypted error code with the old one. The attack goes as follows:
· The adversary collects the encrypted MAC error code  from the specific  (or some ) at some time 
· The adversary wants to test some  at some time  He waits for the start of the protocol. He cannot alter  value, so he transmits it to the HN unaffected. Then he corrupts  value from the HN and waits for the encrypted MAC error  from the UE. The adversary replaces  by  If  and  belongs to the same  there will be no errors on the HN side. If  and  belongs to the different users, then decrypting  on the key  with overwhelming probability will give incorrect code on the HN side, which will lead to the error indication from HN.
Discussion
The problem arises due to the fact that even though the solution  seems to protect from key issue #2.1 and #4.1, it gives rise to the new attack in the spirit of key issue #2.2. It is not the case that solution  is bad by itself: we do not declare that solution  protects from key issue #2.2. This attack indicates that there might be situation where both solutions are good, but the composition does not have the desired properties.
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